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^-y : 1/ 



>^)]^im^L LxmmmWimm.t^i^mm.omi<^MmmL a n v x 7- a f> ttiiBii.^^'^ 
(om^^i^mi-^ umM^m 4" i^^s i: . -mm^nrnm l a n ■> ;^ x a ss® $ ir hu ibs 
t(,te|is^^e«oitrfa^*i5^^ l a n -> ;^ r a -^co®^ =Sr s^SE-r ^ if ^^EE-y- - >'^* . ^ 

iz^m^i'i'tzm'PB^Ut I Psech >^;i'«r«l3LL#il)Sftiia^*Mi:<'5F^-e I Psech 
> ^ ;l' t-C HtrlB5gHftMj!t«5^i?S<^^i2^*«il«ftL A N -> ;^ x A hMVi^^m^ 

<Dmm ^^m-t^ mmmmm ^ mmm t . miz^z^mmm l a n -> x t- a i^g $ ^ttrse^ 

miB^f ^^lE-^ - ^N'lC^Pf L T miB<&#«i«a L A N V ;^ 7^ A -^O^^mtEftta^Sr^T ^ MW ■. 

t , mm'S:nmm. l a n >^ ^ a --o^^:*«i^=-5r $ t^/^ n izmmmmm^ - ^ ^'^^ 

^mmtO I PT K^>^?rmiB^igie:iE-9— ^^'^^ii^^i-^T FW7,a^SBi:> msBMfc^ 
^^^M*^! PT KV>^«:fflv»-rtf^^RS.*i.l5t«iit1'ffliMi: I PsecH^mSrlf ^ I Ps 

ij^^fc5Bi*^»ii:&*IStj^L AN->X-rAi:«r:B:1)iL. ttr^5r*^«:^tTlf|Bfil5t«i| 
iznW^f^fzm^'fSi^W.t I Psecb >^;v*?l3tL#i!)M«^«5^^et<7)M-CI Psech 

^^mt^ m.mni.mm + i^^s i: . mm<2:Mmm. l a n -> x x a icise ^ tvm sa^ 
mmu t > frie-^r^ftiiia l a n -> ;^ x a ^(ommTbm'ss $ tt^^^ tcfltrieg^^MiE-iJ- - 

?>H&IBM*.l£ai4'iffi^S«i:«^F^'C'^T^ I PsecH^mt^fflv^^ I Psec*;ttr*:t®M«: 
fluffs I Psec^mmimUt. trlBI Psec^sff^^^SS^it^ffl^^'^HtflB^^^iStSBt' 
m^mt I Psecil3Sm«:=ff 9 I Psecll5^^ftS^:^ Sr:ir<i-r*#SIJ«i«t^*^«o 

iciam^tL/c^'fi^^ei: I Psech >^;v*?l3£L^i&l^^5S*^_St^F^"^I PsecV 
> ^ ;u L -r frlB#liittit®*^go-BirlB<Zt*«*«a LAN^/J^-xAid-f, mfB^^aSSi^ 
<73S^^^'fi^i-^<£^^^^*i^Mi:, mfBSiJi^fti»5g*M<^^iilftlI1i9«-^f ^ ^-A 
bt, |tffB-2r^^^LANv;<.xAir^g$tt#fiB^II(SSM^5!c^gOtJsB<&- 

sai^^iiE-9-->'<i: i^ra-C^f *>tL*-5^#it||L AN<0^^mSE#JR«:+^i-*4i*aL AN 
TiJ'-feX^'f > ^ =£-:g:«-r-6^ift*IR®#->X7^AHiJ»t*^iil«S«3S*S®-C^o 

- ^ ^• I' M L T Btf IBi&^iliSl LANv'XxA'v. (^J^^MIEiUkS «r d ^UE 
HBM^t. tir^&*««lL ANv';^xA'v(0«|gE**llP^igtLyt:l^t-«JiBS?^gfE-9— 
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im^'^ 5 1 

L A N ^ 7^ A '^O^igg * ^SE-r a ^^MBE-if - / , -irlBS t6«li^3i*^S i: ^ 

iB^^MiE^ - i: CO ^ -e^f :b tt * <2r^i£i^ LAN <DmmmM^m ^^m-r^ mm. l a n 

HU l5^i!^.|iE-9- - Lxmm^nmm. L a N ^ x --^O^^lSaEiaM^r tr d MM 
t > ^tilB'&^il^ L A N V X X A -.O^i^;6«l^"BI $ ;h-7^c ^ (cttrlBmgEi^lE-i?- - ^^**- 
'fr-^'^ii-htismuBmnm^mmm.tcDm-^^^ i Psecii^mt'fflv^<5> i Psec^^fr*^ 

> b tfT^raW ^*>'M;H P®Mt3fflv>-SMI p»tf*^®^Sli?r5i#-r^Mi P*^ 

iim#^t> •muummwLm^mmwi<r> 1 pr vi^^^tmmi Psec»m*w^M*ffl 

v>T#f|B'(Siilfe^iHi^«KMi: I Psecm^m^n^ I PsecH^m^i:. MlBM I P^Wi 

m^m 6 1 

\,ZWtW:^tlfzm^mmm.t I Psecb >^;V^?ta:L#®J*^«5K^®fcc0P5-CI Psech 
05^^ 4r ^'mi- * ^Si ^ msd^^mmm L a N v ;^ t- a $ ttttf bB^ 

ifri!i«a^*^®ofl[riB^miiiiiL AN'>;^7^A-v.o«^«:s:§E-r*«^iRiE-^j— . m 
I'ifeM -r- ^ o T , 

miB^^MiE-9— /<3&^'bHtrlB^l!l*ti^®5^^g(75 I PT ^S^Ml"* T Kv;^^# 
SBi:. ttrlB#tli*sm^*M<^ I PT Vv:^^m^^rm^^W}Mm.i^Mmmt I Psec^ 

l^^^ 7 1 

i^mm $ tL/::i^4'«i^« t I P sec b > Sr5|jt L^Sjil^S^I^S i: OP^-C I P sec b 

> ^ ;v LTt&iB5^i«F*^«iiS*iie<^t&iB^*iimL A N -> x a ^>ti>mm^f&m^ 
<r>mf^ * * st-r -5. + m^g i: . mm^mmm l a n -> ;^ a ^g $ nmss^ 
ib^iisg*^e<^*triB<2^**si^ L A N 7^ A '\<^i^igi ^iE-r i> m^um.'^ -^^t. m 
iB$i6*sm3S5icse t mmi^mmm^ - t o s-eff tt 2. -^^iiiSi l a n (oismmm^ 

JIS«-4'|g-r'i>^^L ANT^'-bJ^^^f > h Sr^ft-ii-f a#ii*R«R®^i'>X'rAtri5Jt4 

^^'j6^^B«riB^Mi&^5jc^gi:<^P^-«?^T^ i Psec®^»t-fflv>^^ 

•S^Jh^-jgi^llSr^-Mi-'S I Psec*;^®fl!t#a5fc, li|B^fl!r**^&^ii=S:fflv^TmiB#ii) 

miE# 2 005-3011462 
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> ^ ;i/ ^miL L xmfi^mmmsiMM(Dmu<&nmm l a n v;^ x a ^> hm^nLmm^ 
-s»Htr*^Mii*^#-t^ I psec^mm^n^t. mmmmmm^mm<^ i pt k 

izmm^i^tzm^m^mt I Psecb >^;i'«r?it2:L^i6tl«a3S*ISgi:OWf I Psech 

(D^m^^^m-t^ m%^m ^mmmt. mm<2:^mm. l a n i> >^ 7- a $ ttfltr sb# 

fBiibMII«5|cilS mlBSiSIMiE•^J— t<D^ X^i^ft^^ii^mM LAN <^S?^^.iE^ 

■Hfria#i!i4tM5K^e<^irf5^mM«aL a n -> 7.TJ^^<^mmmMin^ wm^mu t 
mmMi^mm:(D i pt Ki->^*Btiiawitm^*^s^^^'^'©-^^7 KV'y^fl5i#si5i:. tr 

101 

izmm^ittzm^BI^W.t I Psech>^;i'?:ll35:L^i!)iE^S*^«fcora-CI Psech 

> ^ ;u *5i5t L Titia5^i6iiM5H^-s<^ltria^^iimL A N y ;^ T- A i>-hm^^Wim^ 

(Dmm^^m-t * M^^^aft^+m^g t ^ mm^nmfSL l a n i^;^ -r a tcs^a $ tm^m 
wjMfm^^Si<o-mm'&nmwL l a n x -r a^^o^^ ^tmse-t ^. mw^mm-^-^^ t > ^ 
1 a^i&i!ft^»*^s t mmmmmM^ ~^<tt(Dmxm^fi^ <2:mmm. l a n <D^mmm^ 

m.i^B-ti>M^^LAN7i^^:^>i^^ > h S:A1i-r^#i!i*M'®->^xAic*5tt^ 

^fa3^iij*i^^5^^fiofiiai&^i!ii^L an x A-^c^g^^^iE^tr d SmE^ska^ 
, Hu la^^itiEjiii® 5ic^«<o<&#jsiEm L A N -> ^ x A -^og^^ fp pt -t * ^ Bu sa#tt*s«t 
^5ic^®tmria<RS^if^iSii^i^^«toBT?fi-9 1 Psecm^mi^^m^^&^m^^m^m 

i^^T^ 111 

izWtW^i^fzm^MMt I Psecb >^->VSr5iS:L#i&MM^*^a^<^ra"^ I Psech 

> ^ ;v «:?t3Z: L TmfBi^i6iE^^5fe^eoirfB-&^feiS& l a n v;^ r- a hmmmnm^ 

h fc, |t|B-i5r^4iiSLAN->>^T-Amge$*tmfB^iJjl!ft*t^^^S<^ttria<2r 
L A N -> A -^<^g^^ Sr gg£f -5 jgE^SE-^" - i: , mia^illit«a^5|eiia Htf 
- /<i:ora-eff^3jl;& ^^Mia LAN Og^^iJiE^JIS «: 4' * li^ft LAN 

aifE4f 2 0 0 5-3 0 1 1 4 6 2 
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. mvs.^W}^B^Mmw.(r><^Mmm. l a n -> ^ x a ^(omm sr n'^t ^ ^ eGTOM^a 

[vn^^ 121 

irlStt^tL/^aii^ijgilgi: I Psech ^^^V'^Sr^Jl^L^iite^^^MtoraT?! Psech 

OL- > b i: . m^^tkmmm. l a n y X t- a tr^S ^ *Lm^^l*^«t^*^«<^1^l5^ 

lai^miE^ ~^^t<Dm -c^f ^ tt ;& <zrmi!iijia l a n (^^^^se^m tr^m-r^mmhAn 
' tiimmW}Mm.t^Mmw:<Dmm'&MMB l a n ;^ -r a ^^^^^^m^ie ^r^fr ^ M^tasR t 

Si^^SO I P T K W S:miB5^!ftfiiia«*^® ^#1" '2' T K V >^ ^ . 1tr§2<5 

ll;it^3S5fe^ei:mfB4Eil«.lS«ii4'mkSfc<^ra-e1f ^ I Psec^^mtcffiv^-S I Psec^ 
;n p^^icfflv-'SMi p*pr*M-M^mfB^!b«i^«*^"^t«rlB*-AJ^-v 

IW^a 1 3 1 

iz^m.^fttim^m^m:t I Psech >:f;l'«r?iai:L^i!l«S«S85!C^Si:<^K-e I Psech 

h tiflB-i^^lSi^L AN->:^7^Atc|S:m$*L#IB^SlliSll^*^e<^11rlB& 
^itjjt L A N >^ X A --Og^iS * mSE-r * ^i^^iE^ - y N' i: , tu IB^Iiiti^S^^g i: |tf 
12^ ^MKE-^ - t <0 HT-frt? tt -& ^^mm LAN O^^fgiE^M * LAN 
T^'-ty^^M > b fc. =^^|ii--&#lljMm®#v';^xAlci3ltStEmLANT^'-feX^^ 

T Kl^^t I Psec^fltr*^®. Mobile I P^tff*^li«:1tffE^lft»«tSS*^aiC^# L 

■fz>mmi^m^t. ^3:m-r^^mhAiiTi^^:f.if^^yya 

1 4 1 

{^nm h UWm t -fir^ililft LANv';^xAt?r*'6tL, lif sB^Zr^Si I- |B|i^S5 
jr^g^tL/c^l'^Mfc I Psech>:T^;v^?i2:L^iij^^^*^Mi:<^fflfI Psecb 
> ^ ;v * L T ttriB=^tlite^ji5^^eo Hu IB^&^ii^l LAN v'^xA^ib ^umm^ 

h •fltrlB'Sr^tei^L AN'>x-rAtr^m$ttmiB^t6M^^*^«OtulB<Z: 
^ffi^ L A N -> X A 'vco^^ ^ mMrf * - >' < i: , t5iB^ll)fiS^^*^S i: tlf 

WbS ^i2iE-9- - i: OH-Cff tottS LAN O«^SSE#0 * ^ffif-t" * Mil L A N 

mSEJi#2 005-3011462 
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[0 0 0 1] 
[0 0 0 21 

ETFlC-t ^WMit^^'^^^^o 1 Pv6"e«. ^:<?> I Fseclt^^i:^^- ^"^^ ^ 

I psec^igffl L. mmMm^-Mmm^^mmt-<b^wtm---mmir ^ ^ t ^m^-r^ 

DHCP (Dynamic Host Configuration Protocol) if i ») S8 ») P>*t*o BD*>. 
10 0 0 31 

:i<Dfztb. m.mm'iZWiW^tifz I Psecb >^;vo?i^5fe-C'*>*-b^iU-r'r V- V 'tf 

I PT Kw^^fflv^/ii Fsecm^m^mmi-^^t-^mmtfj:^-^-h. ^^-i^^- vkz 

J;:S. I Psech >^;vo5i3t7&«W-t^^t^^^ '^*o tJ&oT, T y 'y^"^- ^^^^^ 
I Psecb>^;V05i3:7a«'jK'llfc=5:-5/c*!). I Psec^i— If I D ( I S AKAMP I D^-f 

10 0 0 41 _ * 

.t.ti. IPsect'fi. I Psech>'^;v*?t:3:t-^^:^t^i3V^-C*iSMfE«rfTd^^*<^^ 

10 0 0 51 ^ , . 

Citt^-e, I PsecO^«Eirfflv^;5^m*:t®?&ii«:iliWi'SB*-1-*^w*oyn h=r;i. 

t Ltr. IETF (Internet Engineering Task Force) iri5V>TP I C (Pre-IKE Crede 

ntial Provisioning Protocol) tfCV^;?, (^#t|p:fcm 1 #M) o 

[0 0 0 61 

P I Ct± I Psec"C<>fOffl$tL-CV»* I S AKMP (Internet Security Association 
and Key M^iagement Protocol) *fflv^Ti^iljiEm^*^SfcSIiE-9— At O^i^^^^ 

(Dmmifi^'^'^^i^- mm.-^-y'iii.i^^r>'y^f^tmffti>-t<D^(Di Pseco^aEx- 

"PIC, A Pre-IKE Credential Provisioning Protocol" . draft-i 
etf-ipsra-pic-06. txt, http://www. ietf .ora/intemet-drafts/draft-ietf-ipsra-p 
ic-06. txt 

[0 0 0 71 

^lll»^*^®**^*iliaLANv>^xA>5:if<^^*«i3V^T. tlrt^y by-^'^ 

tflfE#2 005-3011462 
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[0 0 0 8] • 

>y^=E- Y<r> I P secliSsmi^ i & > V ;?^;VO?i|Si:**i^«l^fc < $ tt, IP sec^--9-* I D^* 
[0 0 0 91 

xA!6:ifO^^Silc*3V>T{4DHCPl^J: •? I P T K l^J^^ji^tJ "9 ib^vS 4:*«#v>^ 
X A tlis It ^ # I P T K I' ICM LT -b ^ X ^ U *1B^ L-CiJ < 'Z^^ii^i) i> 
[0 0 1 0] 

tfz. I Psec b >^)vi:m±-r^m<Dmjs.mM-^^t lt. ^m*'r®^it:&^=s:M 

lO 0 1 ll 

h LTP I C:aJil^$tLTV»;&o L;&^U> P I C 5:flJffl-r* ^c^Jcli, gt^f^O 

P I C h 3 ;l/;^t| ^ mtz izmw-f ^ -Z^mib^h ^ o raS*** * o $ J- , I 
P sec h >' ^ )m:iL¥m IC P I C «■ iiffi L ^c^^ , P I C J: #16 At^Jg^^g t ® 
M^.iE-9--^fJ:<^W-ei S AKMP®#l%<^5l3£i:, ^ffij^S^S*^® t + ^ V x -f y 
- h j.-f i:<DHT'0 I S AKMPii'^K<05i3S:tv^^^lilit^^*^fii;to-C2S<Z) 
I S AKMPJr J:SaMK*«i3:i-*C:i:i;^;-&^*. #JlH:**%-S-e*S*»e>. IPsec 

[0 0 121 

Psech >^;V'7)5|2:irgi--&^S*^^-t^-<5:7!'*-^^*^li»*fe^ji^~>^^-^- 
[0 0 131 

ffiiE# 2005-3011462 
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tr;fettS I Psech >^/K^?l2:t::l|-r'S^M*®iSS-t-*-^**'^^^o 
10015] 

3:\.mmM1^t^i^^W.t(Dmxi Psech >^JV5:5S2:L-CfriB^ilJ^^**^S<^^trga 

-^m^B L A N >^ X A ic^g $ fLmmnwimm.m^ms:<omu<Z!:^Mm. l a n -> >^ x a 
* jL-ii-t -!> -> >^ T- A It ^i6*siitss*iie -e* o -fiifS^^siE-y- - 

L A N V >^ 7" A 'vcT^^^Tjsit ^ tt/*^ H HUlB^^MliE-^— h Mt^U^mMM^^ 

v\^^^m^'-xm%^mM%wm^mmm.t i Psecn^ifeSrfTd i Psec^^mifBi:> 

10 0 161 

1 h^tz«>. mmmmMimm. i: t « ix^M i p t k v ;^ * 

fflv-TI Psec^-f >^-Kl^J:*li3c«l*PS*&-r^-^:*^-ei^:6-'b, ■t^^'JT-'f <^ 

:h,^-fe^^T=5r®mS:fflV>TI PTKV^*^Hii-^-fcl-J^>>^ I PTKV:=^*ffi* 
•r'5^c*<^-fe^^T'5riliil^=Sr3ca6-C5t3t-r*'j2^^**'5;v^/>:ie), -^E^^M ;i/VPN®^^:® 
trisit^ I PsecK>^;VOI|j£tc||-t-*^Pfl^:fe«S-r^Cli:*5t?§«i>o 

[0 0 171 _ , ^ 

mm<iiiitm-i:^\^xm^M.wmKwm.^ftfzm^m.^m.ii i Psech 
ttL#ili4i£^a3S*Mi:<^ra-e I Psecb >'^;w*:?i3:L-ctlrfa^l&is^**^^<'5m^ 
L A N >^ 7- A tiriB5fi.i£si'^o^i^ "^f mt- -2. mMmm^mmm. t , Htrie 

^^M^ L A N >^ r A KWLW $ «iBSiilili8a^5!e^«<7)miB<Zr^te^ L A N v 7. x A 

ir^fsi- -2. ^mmmmm v;^ 7^ a is it ^ TOSi^^pk^g-cab o -iriBSfMMiE-ij— 
^N*t'*t L t:friB<Zrmii«&L an v ;^ x A-v<7)^^eiiEi!!ka«r^T ^ iiliEjBtagB i: > mm<^n 

*ti|aL A N X A 'vogfi^;5>-i^=nr $ ttfc^ mia^i^MiE-^t- ^'^^^ '^^i3'IE5®«L|g^'f 
iiilgfc<^WT?ff d I Psedt^Smt^fflv^-S I Psec»tff^>t®t^li=Sr^#i"^ I Psec^ 
ttrlBI Psec^M*>&^^M*fflv^-C«ia'K2i!*tlSai*^Mi: I Pseclt 

to 0 1 81 _ 

^O^igEOStri Psec^tir*^®M*M«f-r*ifcA*-et'53t*. -t^^Ux-f 

HlfE# 2005-3011462 
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^y^mm^ «r iB^i- * <7) -b ^ i T ^j:mmm^^it>xm±-t * -z^^-a^^^ y^^tzub. ^^n* 

;i'VPNg|igl^:^i::i3tt'l. I Psecb >'^;K^5l2:i'^-r'2>^K*fe^-t'2>>li:*^-^^S 

o 

100191 

^^tei^ L A N X A 6 HtiB*i.^ai---<^m^* ^-j^-r ^ umwrn^^mmw: t . Mbb 
t;iefi $ tLt»iB^ib«s^ji5K^fioiif fB-^^isim L A N V ;^ X A 'v<^^j^ * MM-r ^ mm 

AN<^^J^mE^M^^m-r'2'«ft^LANT^'-b7.*°'f > h fc. Sr*l|-r ^^ibit^aS'© 

L A N -> 7^ A 'v<^^;^^.iEi8!ks mmmmu t , ^triB'&m^ft^ lanvX7-a-^(o 

[0 0 2 01 

O^^OiSt-MI P*t^*^M^*s£ffi-^-fc55*-e§*7t46. -b^i-Jx-f OiaT^ 

mt^um-*}- - is -r ^M^iE^in i 19 ?i $ tt/c -fe ^ ^ T 
K*fflv>t:Mi p^itr*wM*^<i-t-^--!:trj: 19, Ml Fmm^mm^mi:mi-r 

[0 0 2 11 _ , ^ 

>2^^te^ LAN'>xxA>i^ib firiB^i.isai'^<7)^M ^ * ^i- ^ f t , «raB 
tcifeia $ fim^^wimBmi^M<omi^^Mm l a n -> ;^ x a -vo^gi ?r mbe-t mm 

AN<0«^MSE^®«r*m-r*il^LANTi5'-t>^*M > b ^^mir&^MMMm 

-> >^ X A ^ s s^iftMmJg^^gt?* o -c , m^mmmt^ - km l x^^^^mmm 

L A N X A 'vOgf ^E^IEiiaS * 9 MiEiatSSU i: , miB^l^fei^ LAN->^7-A^O 
mm^'f^-si $ ti.f-^tclrlB^^^iE*-^<5&^ "bttflB^RS^ilJ^Si'f m^eo I P T K Uy^ 

-9 I Psecm^mizm^^^ I Psec*H^f*^f&^it^:15l^#1-* I Psec^mm^^mt. 
mlBS^iScmiE■9-->'^**-t,miB^-Ai--:^al> b t O^-e^fr^ ^/^W I PS^tcfflv^* 

MI pmws^mm^mimmir^Mip^:^mM.^^t. mum.WMWLm'pm^m:<D i p 

T KV^ fct&lEI Psec»tir^^^Si^ll*ffi^^"^^i2M*J.I£^^^Mi: I Psec^^!^ 
Sr^f d I PsedH^mgRi:, m^M I P*ttf*^®^ii*^''^'^^SB*-'^^""^^ ^ ^ 
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[0 0 2 21 

i:*«-e§*/>:«e). -?-tv-?*tt<^ I PT KVX5rfflv^T I Psec^^" Kic j:S^?S^«r 

^ i 36«nrigT-* . . mmmm.^^mm<0'&nmm l a n -> ;^ r a^vco^^o 

[0 0 2 31 _ 

(CJ: 1)^113:$ ^^7t■fe^^T'&a'g!a*fflv>T I PT KW;^ i: I P sec*^HtI*^M^_i: M 

I Fmta^m^M'kmm't^^tiizx^, :ifth^m^-r^fzib<r>-t^^r turning's: 

^tbXm^Li- ^'£-mil>^^J:^^fzib. ^/NV;VVPNBi^^:^lw*5lt* I Psecb >^JVO?i 
[0 0 2 41 _ , 

i^mi^. mm<2:nmi^}^xmm%m.miz^m^tifzm'¥mmm.t i Psech v^-^;!/^ 
m-&mmm l a n >^ x a ins^m $ *titriB^i»«imiS*^e<^^iB^^*^ l a n x 7- 

or^T'^T^3tt;2,<2jm4smLAN<^^^^iE^Wl*4'm^*ife^LANTi'-tX*M y }• t 

iti^ig*^ec^ I P T vu:^^m\^^rmm^mmm^^mmt i psecsn^msrtr^ i ps 

[0 0 2 51 

ZtTb^-C^^fzlsb. -eol PT KV';^4rfflV^-CI PsecJ^'f VIZ X ^m^^irmiu 

<^#g0^fpm*'^^^fc-^-f. ^y^'W;^VPNg^jgl5il:^^C:fe^t* I Psecb V^^K^ 

[0 0 2 61 _ ^ 

fB^zr^ism LAN->>^xA*>ib tf E*tss«'^<^^i^ * * -f 2. ^ mmm t . m 

L A N -> >^ 7^ A fgS ? ttfl^|3^iil4Si^*^g<^miB^mi*^ L A N -> x 

(Dmx^i^fi^^^mmL AN<Dm^mm^mi:'pm-r^m^L ANT "k:^^^ ^vt 

, Sr^-iSil-^i^liiit^sm^^^^T^Atrisit^^^^^/^lS^^^M-r'abo-c. ■stia^^^lE 

I Psec®^Jft«:^f T I Psecm^m^t^ ^Mc^-t^m^trU^o 

[0 0 2 71 _ 

fflfE#2 005-3011462 
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6/ 



^ fl^YPl^l^mmMi^^if^ I Psecb >'^^V0lt2:tcl|-rsi^KS:ffiM-rSili:**'^^ 

^ o 

10 0 2 81 _ , 

fB^^fitiS L A N -> ^ X A ^ ttmi S5^1ft*i^^*^S <^fltriS<2j*^^ L A N v y 

m^^mi-i> I Psec*^iim#ei5i:, mumwsmmM^mmi<r> iprvu:^tm^m-ffi 
^wmmim^^xmm^mmi&m^m.t i PsecH^msrfir-) i Psecn^msBt. * 

[0 0 2 9] 

i fc^s-ei-S/cii), I PT KVX=Srfflv^-C I Psec^ ^ y-^- Kic J: -SH^^ 

(D<^-m*s=m. L A N J?. X A -^O^i^<^ I P secm^^^mmm ^ ISif * C i: :*^-e § 
^fe-f^m^riK'Hii-^-f, 36^^, ^/^>f ;i/VPNg|i^3a||J^t-i5tt* I Psecb>^;K^?i2:ic 
[0 0 3 0] 

-HL. miB^lr^iaiSr^U-rmiBitSStJIillcM^ttyi^^i^^ei: I Psec > >:T«;v«r^:£ 
L#I|/tem5S5^^«i:<OW-ei Psec>>;^;V«r«LTmfBSii)feM*^S<^fl&Ba<2r 
L A N V >«i X A P> «fiaft|£ai-«0^®E * ^-f ^ t , Htf sB<& 
^te^ L A N -> X A S^m $ *tt(riB^t!)ISIiift3l8*^S<^mfB^m«S«| LAN'>>^xA'^ 

T'^T*?tt-&<&#iimLAN(7)^^MIE^M=S:4'«g-rs^S«^LANT^'-fe:^*°'f > hi:, 

omiB&*«i«a L A N -> X A '^O^^^fE * ^ ^SEMIfE i: , |§ fBSUftt^^^^a 
<7)m-&^«S«tL ANi/><^xA-vo«^=Srt^=Drt-S^lCliriB^lllte^^>tS^a<^ I PT K 

I PT KV:^«:t&iBi^a«ij»»*ilSlca^L, tfrlBSlllil^S*^e<^ I PT K 

1 0 0 3 1 1 

fflv^-C I Psec> 'f K^cJ:;^,j®5lm«•§S^&i■*^i:**■^^**'^^ -fe^^Ux-f o 

?ii$tt/c-fe^^T*®<iK*ffiV^TI PT K^:^«rm«-r'5.-fclcJ: 15, I PT KV'^ 
^gaJ<&-ra^s!)«)-t#j^T^:M'(i»*3fc*T?653:i-«»'J2:^ll*»&»'^/^»> *>'^^>^VPNg^ 

miE#2 005-3011462 
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y<-i^ : 7/ 



[0 0 3 21 

5tL#Ill*>tilft^5^^ai:<^K-e I P sec b >'^;i' ?r 5132: LTmiB#lt^^^5K^a<^H«fi3 
■S^m*^^ L A N V 7. X A liznU $ tLmiB^ll)4*i^S*^«^ltrlBi2r^M^ L A N v :^ x A 

Sr * '> X X A i5 (t mmm-M^ - ^ n- t? ^ o -c . itria^iiit^^*^ 

g<?? BtrfB-sr^^si^ L A N V X 7^ A -^(Dmmmm'^^ n mm^mu t . tim^wimB.>^Mm 
m(o<2:MMm L A N V X X A 'xo^M «r ii= nT-T -5 B# izmtmnmmMMmm. t m^mmm. 

[0 0 3 3] ^ 

A-vo^/g|(OSHI Psec^m*^*K^ii=S:mfft-'&^i:**-e^&/^i6. ^r^^Ux-f^O 

5|3t$tt/c-lr^iT^:il#l^*fflv*-C I P sec^fllr*^*&^li*^'lii"* , I 

fe, ^/NM;vVPN^^m^lwi3ttS I Psech >'^^V0563H-iS-r*l^ra«:®^i"* v 

I 0 0 3 .4 1 _ , * 

fg^j^rSl 1 KfB«Og^S^MfE^-^^*ti. <&^^fcW^i:<2r*«S^LANv;^xAJ:«- 

3tb5^II>*fja^^Mi:<^^'^ I Psec h >^;l/S:5i2:L-CtirfB#llj4!ft^SS*^«(^flfrfB 

<2r-^ii«ftL AN -> ^ 7^ A hm^%WLm^<o^^i'pm.-t^iRmm.^m^mmm t . mis 

5^«jteM5^i^SOi^Sj)$iJ^ 4:^f ^ - A y X V f . frfB<&mt^^L A N 7. y A 

$ *tmiBSiii4si«a^*^«<^ BtriB^m«ftm l a n v x x a --o^^^ * mm-t ^ i^m 

ANtf53giSIMSE¥M^'4'i^-r^iEi^LANT^'-fe:^'K^' h fc, ^r^'iiii- ^^iftfe^S-M 
-> >^ X A S ^^mm^^ - /N-T o T , ^iBTOM^^*^a<^miB&m4S^ LAN 

-> X A ^(D^f^mm^^ff 9 mbemsp , mmmwsmm.t^^mm<^':^nmm. l a n -> ;^ 

xA'v(;5«igS«:i^irt-*^J^«rlBSII/«t|a^*MfcBiB'^-AJi-v^x> b i:(^)KT-^T 
^^/t^ ;v I p^^tcfflv^;5*^*;tS^liSrfl&lB#i64Si^^*S^«tmiB^-AJi-y 

[0 0 3 5] 

^fLfz^^^r^£mm^im\^^xMipmtii^^mmm^:mmi-^^tizx*). mi p^p 

^;vVPNg!^3g^t^i5tta I Psech V^;VO«|2:lw||'t-6^ra*fe^1-S^i:*»f ^ 
[0 0 3 61 

aifE# 2005-3011 4 62 
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^-v : 8/ 



tc^a $ fimu^t}smm^MM<omm<2:f(tmWi l a n -> ;^ ^ a '^<o^^ sr^eE-r 

M-efi^^ I Psecii^mi'fflv^;& I Psec*H$*TO«ii«rH^IB^iJl#tll^5tcMi:1iriaiR 
[0 0 3 71 

■BTtt-C^O^ 55-^^ i^Iliitj^Sg*MO^^«ft«|LAN->7.T-A--Og^^<^mi^MI P^ 
[0 0 3 8 1 

i:MI Prnt^^W^^^^m-r^^tKi: ^ti.e,^@B*-r^/c»&<^-fe^^T^ta« 
J^^3t«e)T?t32:-r^'^^ll**'5:''^^-:*- ;i/ V P N^^^^lCiSttS I Psech :^^;V/ 

l]zmmff>mmLAN7^^:>^^^ ^mmtnummt^mm^L ai^ 
i^T^y^At^j^mv. mm<&^m^iffLxmm%'^mizm.mi^i^tzm^m^mt i Psec 

h > ^ ;i' *M Li^iiitm^^^S i: OK-e I P sec b > ^ ;i'4r?i3£ LTflifsBW^S^SI 
*SSo^fB<&*it^ LAN->;^T-A76-ib HtffB*i.lSSi'^<^S^^^ ^^"^ ^ um%Wim'i'm 

A N -> >^ T- A tc^® $ tLmiB^»iim^5fe^g<^ b5IB^^^^ LAN->XxA^ <0^m 5r 

:b<2:mmisSiLAN<DmmmiE^mi:'^m-t&mWiLAH7^'i::^^^>^ ^> ^^^i-^ 

^ift«S«Rji'li'>^xAlC:feitSllftiaL ANT^-b^'i^'f > >-e*o-C, ^iB^il)*lM«* 
i: miB^^SlE^?- - t <0 ^ ■r^nt>ixi,^nm^ LAN O^^^iE^M :fe v» Tltit 
L/c^^'5:a'M^*ffiv>-C. f&iB^^^fE^-/^-*»P>^^$^i'* I PT Kl'y^i:. I Psec 
mm^^i^. Mobile I P3^tfr*^lt«:ltrlB3^i!l«Sift«*^W»-^^^- miB^Sft 

liifE#2 005-3011462 
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9/ 



10 0 4 0] 

fflv^TI Psec^-f >'^- KtcJ:-g,|i^m=S:PJ$&^^-i:*^-C^^o ttz. ZcoWmzX 

Kit. mw}mm.mi^mm.taMWim^mmm:t\m-<D I Tsecmm^w^^'i:^^ 

10 0 4 11 

iZXy)m^-^f^f^^^^T^j:mmmi:m^^X I PT KV^ t I Psec»fr*WMJ:M 
3c«f)T5t2:^'5>'Sg;&**v^/;*x ^M-f ;i/VPN^^SR:^l=*3tt'5 I Psech i'^^K^Si 
10 0 4 21 

m^m 1 4 izmm<o - a j^- v ^ > h t±, t nLwmt'&^mmh a n :^ -r a 

«:?Sa:LMil«t«*^et<^ra-C I Psech V^JV^^ilSlL-CH^fB^i&it^^S^^fi*^ 
#ffB5^t&*ijSa^*^SO^i!lSiJ^ §rtT ^ ^ - ^ i - y :.i > h , IrfB^^teH L A N -> x 

- i: , mMmmmm^^^m t nmi^mm^ -^<t<D p^-eff ^^tt;?, <2rmift 
u^^^m.(o^^^^ )-^i'p^mzm^^^mwi^wmmi^m^^M.i v^y^mm^w>t 

--rS.t;^Wa^<^#SiJ'&f^^=^'J2^^^-*t', ^/NM;i/VPNg^^m^l-i5lt^ I P 

sec h >^;KOIt35:iclli-^^K?:®*S-t-S i t ^^"^^ 

10 0 4 41 

Psech >':^;^O^J|3t^-^1-^^ra'S:^•r*ii:**■^i*o 
[0 0 4 51 

10 0 4 61 

mfE# 2005-3011462 
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^-v: 10/ 



«gi 0 1. fiifeSil 0 2, <2r?fe«LAN->>^xA 10 3. ^if^Ml 0 4. 
m^mMl 0 5j^xr^-A:i^-i^z,^>Y l O e ^r^-HiL-Cv^^o <&m«i^L AN->X7- 
Al 0 3{±. <2r3SMmLANl 0 7. Al 0 S ._mm.L AN T ^ ^ yf^ ^ > 

h 1 0 9 S.l^1t3&<^^i!l«SSaSS*^^ 1 1 0 (loO<%^:*sEl7r:$tL-rv^^) **fiL-CV^ 

iiMkm'mmm i o 5 }±> ^isa? 1 0 2 trigg$tLy::aii'^M 1 0 4 t^mm 1 

0 1 ^-ft-L-C I Psech >^;l^*»Wt-?I^L-C^l9. 'K^.^il^ai^m^® 1 0 5 t%B. 
^Zr^iE^LANv'XirA 1 0 3 l-#ft-t;&^ilJ««*SS 1 1 0 t<DmX'l Psech:^ 

2'v-<o^JSs*4')i8-r^o 'tis. iRmM.fSLm^mmm:i o 5 t^sii«i«a«*OTi 1 0 to 

1 Psech >^-«^V{i. ^W}mmmi^^mi 1 0<^i&^i^i^L AN'>;^v-A 1 0 3^(D^m 

0 Sti. =^il)*M*^fil 1 0<O<Zrmi!imLAN 1 0 7-^0^^^ 

[0 0 4 9] _ „ 

|g2t±. :*:|&BjO-^ifeO?^^tc#<l,SI{liEm^*^fil 1 OOS^^r/Xi-T-n^iJrg] 

■ryn';'^'iiiT'*)^o 13 5 (5. ^^m(r>-'mm<Dj^wj^%^MBhAii7i^-^:^^^ > y 
1 0 9o#^*^i-^ny^H-e*)So laeji. jjcig^o— ^Sfeoj^^t-^^^-AJ^- 
yiV- b 1 0 6 0M^Sr^-f":/nyiJ'gl-eabSo 

10 0 5 0] ^ 

s 2 i^^i- J: d t^. mmm^mMmm i ion. mMmmw> 2 o i . r k v;^a*pia5 2 

02. T K^^l!l#SP2 0 3. 1 ?sec^^mM^U2 0 4. 1 Psecll^^g|52 0 5. M 
I P*5riim#^2 0 6S:U^MI P^^fl5 2 0 7 L T o 

SI 1 0{±. Siili«aM«:^f (Hl/J^-^ir-r) *:^fitt-Cv>So 

[0 0 5 1] ^ 
gl3 JC^-t-i ^ t'. ».?il£SS*m^e 1 0 5 {i. T Kt-xmWSJ) 1 . I Psec^ 
^Mm#S153 0 2Jiy^I Psec^^mSBS 0 3=S:*«LTV>^„ 4 iC/j^i-J: d ^-^ 

^^'l 0 Sti. MliE*a:mSB4 0 1. T KV>^a^Si5 4 0 2. T K U';^fl5l#«i5 4 0_3 
i Psec*^lilE:^Si54 0 4S.imi P**li@B^SB4 0 5 «r:ir^lt-CV^;S,o EI 5 tc^ 
^ (* te^L ANT^'-ty^.^M > f 1 0 9 t±. S^E4'^^5 0 1 i:Mc^LX\j^^o M 
6 IC^-r J:?tc. ;J.-A^-vi> h 1 0 6.ti. MI P^t^ill5t#Si5 6 0 l5.a^MI PiSt 
aSB6 0 2 =£r*'®LTV>^o 

Jfci°.°lrmL«IL ANvXxA 1 0 3 ir:i?:e-r-l>#lJll!Sm3g5^Ml 1 O^^^^l 0 
[0 0 5 3] 

^mmmMMmmi i o*«<2rmifti^LANv';^^A i o 3<Dmmmmi^i^^^-t^m:i 

. i^i!lili®^5K^S 1 1 0 (OMiEMSB 2 0 1 t±> &mi!ft^LAN'>;^xA 1 0 3 Jrg^^ 
itemLANT^-bJ^sK-f > h 1 0 9 <OSIE«f iJiiSS 5 0 1 ir-Si-L-cmWMW^ 
-/N-1 0 8 O^iESOiSgiS 4 0 l^^m^^i^m^^o -&^l!E«aLANy;^7-A 1 0 3-- 
^^-^S/-j60:/n h n/l/i: LT. IEEE (the Institute of Electrical and Elect 
ronics Engineers) -em^^tLTV^S 8 0 2 . 1 x«J if^^lf ?>*v-5o 

ffiSEiRF 2005-301 1 462 
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^-v: 11/ 



mM(Dm^<Ofzi(>. 8 0 2. lx«:fflv^/>:^-&-O^J!i?rlJi§9i-^o 8 0 2. lx<^# 
mi?«.-e«. i^lftili^5S5^«g 1 1 0 fcMiULANTi'-bXsK'f > b 1 0 9 fcOFeTt^ti. E 
AP (Extensible Authentication Protocol) ^xi h => )\^^mm^i^^o tti. 
ANT^'-tJ^'H'f ^ h 1.0 9 t^^ig:iE-9--^^*l 0 8 ttorareti. RADIUS (Remot 
e Authentication Dial In User Service) h :j }Vtj: ifi^mm^fl^o ili^L ANT 
^-bT.^'f > b 1 0 9 ii> ltlBW#<i^7'a h 3;l/4r4>)B6-r« V y V^fgSr^-t'&o 
[0 0 5 51 

^i!@iiE-9--/>*i 0 8<7)mM^mu4 0 1 1±\ «fc*Dn. ^wimmM^mwi i o<^^fE 

j!n.3a«|52 0 l**<b^#$ttr < ^^^g*<^M.iE=S:=ff ^OS^SEJi, EAP-MD5, 
EAP-TL S, E AP-L E APXtiP E AP tx^^otzM.^ (DWM^^i^ ^^t>ft&o 

:i^'Cimm<r>m^<ofztb. EAF-TLs^mm\.fz^^<D^m^mm-ri>o eap- 
TL s-ett, ^mmmmi^mni i o t^mmm^-'^'^i o s t(Dm-c^=?-mmm^^^ 

i^c!^l5im::> 1 1 0 t^igl^SE^-^^1 0 8t4. a^«r5!^L-r^ 

YTb^h-pUK (Pairwise Master Key) ^^^-f^o ^VX. S?^^iE-9— /^l 0 8 tC;*5 

v^TjgPiiiitiiasg^K^e 1 1 ©(OMBE**^?!?!../::^^'^, siiiMii^^^m 1 1 0 tmmm.m 
*o 8{±#rfB^;^^-->-^'i^-^ F*fflv^T. /<i 0 8 t^W}mm^ 

1 0 t<DNi<r>m^^^m^it-r&o 

[0 0 5 71 

-2,®:#J=^m/c^7ti6, #llitim^*^«l 1 0 ^:^^mlJE■^^-/^*l 0 8(^MiiM*Wtg 

i:^;&o ap*>, #iijiE^®*^si 1 0 o^iE^aaSB 2 o i tm^'LA-tir^'t:^^^ > 
V 1 0 9<DmM^wm5 0 i ti^mum^-^'^i o 8<^eMa^4 o i t<Dm-c^^::^ 

1 0 i:iimLANTj5'-fe;^:K'f > M 0 9 tmmmm^-^'^i o s toa^ti. ^lo-fe* 

[0 0 5 81 

-g-L-C, mmmm^-^'^l O 8t±, ClOBt-i->fl:$tLfc-fe^*T=5:am«:fflv>-CM^L 
ANT^^-fe^^'J^'f > b 1 0 9tcPMK*SIMi-*o CltttCj: ^ifctemSI*^® 1 1 0 
tM^LANTi5'-fe^*M > h 1 0 9(±, ^^-T & P MK:6-?>WE P ^- 4r^^ <2r^ 
«siiLANv>^xA 1 0 3 tC:feltS«li^ME:ffliim«:WEP^-lCj:.i9Bt-^'fb-r^o. 
(ig7<^;^r-;/-/ST Do 
[0 0 5 9] 

mmi 0 50I PT Kl^;^*^mi--So «ig£mBiE-9— 1 0 8<OT KV;^iiM4 0 2{± 
te^LANTi^-fe^'i^'f > h 1 0 9<Dmm^m^^ 0 1 =S:4'i^LT^ii4S«aS*^® 1 

\ "o<DT h^u^Mn^2 0 d^^m^Wim^mmmi o 5<divt vuTsimm-r^ m 

7<Oy?.r •;':^ST 2) o 
[0 0 6 01 

fj:is^ mmmwE'^-^-^i o simm^t&m^mMi o 5<©i pt Kv^^sr^fe^it l 

■Ci3<Ct'5:i^^#^'^^*o 'KBS.lSiai'i'^^S 1 0 50I PT K^:^*^^^^^® 

LT. -g-O-^-f-^^^L/cT K^XS^S|52 0 2»4. ^^^m^ MX hftfz I F T V U 7. 
«r5ii^LANr^*t>?..i^W > h I 0 9 <?5MiEtf 5 0 1 ?r^LT«Sc^iE-9— 1 0 8 

<?5't K'v;^^#SI54 0 S'^Sl'Ti-ra (H7o;^7^*j':/st3) o 

ffliE#2 005-301 1462 
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[0 0 6 1 1 _^ 

s ^^'1 0 8 1 o t**: pt v\^:^t:m^m-r^ 

0^,fEkaSI54 0 1 ii^S^L ANT^'-fe^'K'f > M 0 9 O^fE^-mSS 5 0 1 PT 
KV>?.*M^>(i1-'&/c*lc, EAP-7'n h n;K^> .y-fe-v^'f 7"HEAP- I P ADD 

NTi^-fc>^*M ^ b 1 0 9(Dm^^B.U5 0 1--RAD I U S h n^KOvendor speci 
f ic 7 -f - ;v F<OJl'|4'|i i: L -CI P T K W BiMi- -5 o 
[0 0 6 21 

5^i6iiiiass*^e 1 1 o<Dmmi>mu2 o i fciimLANT^-b;^*^ > h i o 
9<DmM^mm5 o i tHi^ivr vu^^m^m-r^fzi^i'. ig]8ir7i^i-EAPOL:/n 

b 3 JWO/-?-^ h^-f :^irEAPOL- I F ADI)R-bmfzl,Z^m^fl. Mtt-ftt LT I 
PT KV-X*®5lli"'6^*<^ a d d r ^^--^y h (^9) t±i6*P$*t*o CICOE A P O 
L- I PADDRp< ^-fe-i^O^^Ji, 5^«l4sm«^^®l 1 0tCi:oT{l'IKS*i.Sfc^4' 
i^^Sl 0 5(7)1 PT KU^O^-lH^^Lv l!ftmLANT^'^;^*°'f > b 1 0 9 l^toT 
fi#Iliil«l^*OT 1 1 0 <^ I P T }''^y:^<D^^i-^iv-^fi7S^-to 
[0 0 6 31 

1 FT vu7.imMM.WLm^mmui o sot K^^^ix^spa o i^^M-^-r* m7<r>:^ 

[0 0 6 41 _ . ^ 

ick±<D^m\z^ 0, i^i6Mm^5K^s 1 1 0 tis.mM.mm'^m^m.i o 5 i p 

rvu^ 2.c:i:*«-e#So -eLT, ^ititeiiajg^^iS 1 1 0 <o i p sec^^msis 

2 0 5 bMrn^wtm^mmm 1 0 5 o i Psecn^smsc 3 0 3 {±> m.nLfz i p t k i^x 

[0 0 6 51 

^hiz^ ^igiMSE^-^^^ 1 0 8 14, 1 1 0 tmmmu^-^-^ 1 0 8 1 

110 tm.mMwm'i'mmm. 1 0 5 i:ora-??=fft>tL>i, i Psec h >^;v5i55:^icfflv^ 
s I Psec^lr*^lK^li«:^ ^®i*si»as*M 1 1 0 tum%mm^mmmi ostiz 
m-^-t^o mmmm^-^-<i o s<Dmm^mm4: o ii4, iffimLANTi^-ir;^'i^v > b i 

0 9 (omm^m^so 1 iz i Fsecmm^mmmm^mm-r^o ^<di Fsecmm^^mm 

M^^'(iL./>:4tti8aLANT:>''t^sl?>f h 1 0 9 OiSSEtf i^SP 5 0 U±, I Psec^tff* 
yyST4) o 

[0 0 6 61 • 

*i5, ^^siiE-9-->'^' 10 8 (Dmmf&mu 401 *»ib#ttj*i«i3S5^^g 110 <DmM.m 

•fa va}\yi±^mi^fi^o mmmM^-^<i o 8o^iiEiaasi5 4 0 i^mmhAur^'^ 
.i?^ > M 0 9 (Dmm^mu s o i i p secmm^^m^^^^^-i'^ fz>t>K. e a 

pyn bn;K75p< -y-b-v^'-^ ■:^HEAP-I PSECKEY*^^ci;^^i"'5)o -e-LT. RA 
D I U ST'D b nJVOvendor specif ic7 -;v KojJ^tt-lfii: L-T I Psec^M^^^^M 
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